Midwest to the Middle East:
Learn to Catch Phish from a
Special Ops Veteran and
Phisherman




Agenda

» Introduction
» Phishing Overview
» How to Scan an Email
» Sender/Recipient Verification
» Greetings
» Links and Attachments
» Tools to Use
» Handling and Reporting
» Cool Phish in the Wild




Who Am |?

» 15 years in IT/Cybersecurity
» Military, government, civilian ro
» Published author and speaker

» Responded to thousands of email a
security incidents

» Special Operations Advisor and veter
» BS in Accounting MS in Cybersecuri
» 7 industry certifications

» 1000’s of hours of formalized
and private sector training




What is Phishing?!

» Threat actor uses technology to deceive an indi
take a specific action.
» Multiple social engineering techniques to get you, a human, t
»Click a link
»Provide sensitive information
» Interacting with an attachment




Phishing Why?

» 91% of successful data breaches start with a phishing attack. (Verizon)
» Google blocks over 100 million phishing emails a day.
» Phishing works, attackers aren’t stopping.

» Training videos and simulated phishing attacks aren’t good enough, if
they were this wouldn’t be a problem.

» Phishing simulations typically yield 2-8% click rates.




People vs Technologies




Phishing Impacts

» Unnecessary training, headaches, loss of funds.

» Criminals make money, nation states fund things
(North Korea).

» The average cost of a data breach caused by
phishing reached $4.88 million in 2024.

» Business Email Compromise (BEC) can crush a
company. Insert tire story.




What type of Techniques?!




Business Email Compromise




Where to Start?

» Brief Scan of the email, step by step.




Sender/Recipient Address

» Scanning an email from top to bottom, starting with the sende
and recipient addresses. What do you see?




Impersonation Using Sender Add

Display Name Domain

l |
]

Subdomain Top Level Domain




War Story/Practical Exercise

rraytheon.com Ml 52214516

Visit:
www.dnstwister.report




Email Headers

» An email header contains technical details about the email origin and path to
destination.

» Can determine original sender email address.

» Source IP of sender.

» Reply-to mailbox.

» Security configurations like DKIM, DMARC, and SPF records.

X-Pm-Content-Encryption: end-to-end
X-Pm-Origin: internal

Subject: Seattle trip
> MX TOOlbOX Www.mxtoolbox.com To: Kristen Novak <kristennovak@proton.me>

From: Eric Norbert <eric.norbert@proton.me>

ue, 14 P 129:46 +0000

Mime-Version: 1.9

Content-Type: text/html

Message-Id:

<hv11FNSqLpe7Vadldv180Xzhimc91BIQLKO]Sg8z]tRzWZkz fohHSHONSYTrIXn_pQ76eZMBTEZXQG
R3015LGKQGecIZNdSuLgplrj6TUXI=@proton.me>

X-Pm-Spamscore: @

Received: from mail.protonmail.ch by mail.protonmail.ch; Tue, 14 Mar 2023
16:29:53 +0000

-Original-To: kristennovak@proton.me
Return-Path: <eric.norbert@roton.me>
Delivered-To: kristennovak@proton.me




Greetings!!

» Review the greeting. This is used to establish trust; does it make
sense? Is it generic/accurate?




Content Analysis?

» Review the content
objectively.

» Sense of urgency
» Negative action
» Windfall

» False contest

» Established trust
» Empathy/support




» Hover over t

» Does it
» Is it shorter/
» Spelled correctly
» Out of character

» Right Click if ne
CAUTIOUS

» https://uni
m/rare-phish
header-
refresh/#:~:tex
archers%20obse

%20rese







Link Hovering-Header Refresh

» Phishing webpage distributed
through embedded links in
content.

» Attackers have created a way to
redirect to a different link then
displayed when hovering.

» Individual is redirected to a
different site containing email
address for cred harvesting.

» https://unit42.paloaltonetworks.co
m/rare-phishing-page-delivery-
header-
refresh/#:~:text=Unit%2042%20rese
archers%20observed%20many




What Next?!

» Copy the Link, paste it in Notepad++.
» Get ready to analyze!!




The Best Link Analysis Tools

» Link analysis tools scan a provided hyperlink providing additional
technical details on the validity of a resource.

» Most check a known repository of reported malicious sites.
» Some scan the page and make a determination.

» Few let you interact with the page.

» Virustotal.com

» URLscan.io




Virustotal

» Link analysis tool scans a provided hyperlink for malicious indic




URLscan

» Similar, ****BUT grabs a screenshot™***




Practical

» www.virustotal.com

» www.urlscan.io

https://tinyurl.com/8rxd5hr7
https://tinyurl.com/5dncrxdp
https://rb.gy/2pvfj
https://rb.gy/nh3l4
https://rb.gy/12drp
https://rb.gy/1cx7n
https://tinyurl.com/mvsmdmh8



http://www.virustotal.com/
http://www.virustotal.com/
http://www.urlscan.io/
http://www.urlscan.io/
https://tinyurl.com/8rxd5hr7
https://tinyurl.com/8rxd5hr7
https://tinyurl.com/5dncrxdp
https://tinyurl.com/5dncrxdp
https://rb.gy/2pvfj
https://rb.gy/2pvfj
https://rb.gy/nh3l4
https://rb.gy/nh3l4
https://rb.gy/12drp
https://rb.gy/12drp
https://rb.gy/1cx7n
https://rb.gy/1cx7n
https://tinyurl.com/mvsmdmh8
https://tinyurl.com/mvsmdmh8

Attachments

» Computer files sent with an email message, can contain maliciou
code!!!




Questions to Ask?

» Does this make sense?

» Did | ask for this file?

» Do | NEED this information for my job?

» Does the attachment align with the email content?
» Should | extract this and analyze?




Best Attachment Tools

» VIRUSTOTAL

» Tria.ge- Triage
by Recorded Future




Themed Attacks

» IRS







Themed Attacks

» Package Delivery




Wire Transfers/Gift Cards




Where This Leads




What to do?!

» Report the message!!

» Internal security team

» Email provider (Google, Yahoo, AOL ect)
» Share the message

» Post on social media

» Talk to your friends about it
» Delete the message




Fix Security Awareness 3 Things




Cyber Resources

Top Podcasts Top Tools

Cyber Security Headlines (10 minutes) Virustotal.com

Cyberwire Daily (40 minutes) Urlscan.io

Sans Internet Storm Center (10 Minutes) Tria.ge

Down the Security Rabbithole (60 Minutes) Joesandbox.com

Darknet Diaries (60 minutes) Alienvault.com

Top News Sites Top X Feeds
Thehackernews.com @vxunderground
Bleepingcomputer.com @Troyhunt
Krebsonsecurity.com @briankrebs

Csoonline.com @swiftonsecurity
Darkreading.com @hacks4pancakes

Top Publications Top Books

Verizon Data Breach Investigations Report The Cuckoo’s Egg Clifford Stull
IBM Cost of a Data Breach Dark Territory Fred Kaplan
Mandiant M-Trends Fifth Domain Richard Clarke
Red Canary Annual Report Sandworm Andy Greenburg

@War Shane Harris



Questions/Comments

» Entoo Security

» FTC Safeguards
Penetration Tests
vCISO and Consulting
Risk Assessments

Incident Response

vV v v v Vv

Security Awareness Training
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